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3

• Project motivation

• Problem Statement / Our Solution

• Hypothetical Company

• Live Demo

• AIVRM Architecture / Threat Modeling

• Q and A



The Motivation

● According to a survey by the Ponemon Institute:
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IT professionals believe financial 

quantification of cyber risk is inadequate.

Organizations that do not calculate business 

impact during cyber risk assessment.



The Problem / Our Solution
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● The Problem is Strategic Disconnect:

Leadership focuses on business impact, while 

security teams prioritize technical 

vulnerabilities, causing misalignment.

● AIVRM Solution: Provides business impact 

insights on vulnerabilities, helping prioritize 

threats that affect critical assets.

● Unified Approach: Aligns security team 

efforts with leadership goals, enhancing 

organizational resilience and cybersecurity.

● The AIVRM Triad: Builds on three core 

principles: asset criticality, asset vulnerabilities, 

and business impact.



AIVRM Triad

● Leverage Machine Learning to 

analyze network traffic and score 

assets based on criticality metrics 

defined.

● Ingest vulnerability scanning reports 

and asset information.

● Define business impact of assets 

unique to an organization.

● Create scoring system which clearly 

defines both the technical and 

business impact of assets.
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Demo Company – ACME Inc.

● Manufacturer of widgets and widget 

accessories.

● AIVRM installed on-premise.

● Data ingested from the following sources:

○ ManageEngine AssetExplorer

○ Nessus Vulnerability Scanner

○ PCAPs from perimeter Palo Alto firewall.
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ACME Inc. Company Profile

● CISO: Bill Lumbergh

● # of Employees: 104

● # of Customers: 957

● Company Sales: Business to 

Business

● Top selling widget in 2024: Milton’s 

Red Stapler

● Total Yearly Company Revenue: 

$10,134,576
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ACME Inc. Data Sources (Assets)

● Ten machines evaluated for 

demonstration purposes:

○ 4 Linux / 6 Windows Operating 

Systems

● To provide use-case clarity, the “Red 

Stapler” business line and associated 

machines will be examined further.
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Live Demo
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AIVRM System Overview

ML Model

Scoring Engine

Dashboard

Final Asset 
Score

Asset Criticality 
Score
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Defining Asset Criticality
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ML Model – Parse Network Traffic
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ML Model – Identify Critical Clusters of Data
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ML Model – Output Asset Score
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Scoring Engine

● Combines asset criticality score from 

ML model and asset vulnerabilities 

(e.g., Nessus), to output the propriety 

ACE score.

● Optimized through numerous 

iterations to seamlessly integrate 

business and technical priorities.
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AIVRM Architecture / Threat Modeling
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Special Thanks!
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Q and A
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